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Abstract

Observation tools can play a very important role in em-
bedded software debugging, allowing developers to under-
stand and analyze the behavior of their embedded systems.
These tools allow detecting, in particular, anomalies related
to non-functional constraints, hard to find with a classic de-
bugger. In this paper, we present two observation tools aim-
ing at allowing non-functional debugging and performance
evaluation of Embedded Linux kernel and applications, as
well as some industrial experiences carried out with them.

1. Introduction

Debugging Embedded Linux Applications requires a dif-
ferent support than standard Linux applications. This re-
quirement comes, on one hand, from the hardware envi-
ronment used in such systems, (e.g. specific I/O devices,
or limited memory) and, on the other hand, from different
constraints to be respected by embedded software (e.g. real-
time constraints to respect, or I/O devices to manage at ker-
nel level).

Observation tools can play a very important role in em-
bedded software debugging. They allow to observe and an-
alyze the behavior of the embedded application [1]. These
tools show the interactions among the different actors in-
volved by the application to debug and provide statistics.
Actors are user and kernel threads and processes, as well
as events arising during execution, such as interrupts or sig-
nals [2].

Observation tools allow detecting in particular the ori-
gin of anomalies related to real-time constraints, such as the
cause of a missed frame in a media-player application. Such
kinds of anomalies are hard to find with a classic debugger.

In this paper, we first present some requirements and
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related work for embedded system observation. Subse-
quently, we briefly describe two observation tools dedicated
to non-functional debug and performance evaluation of Em-
bedded Linux kernel and applications:KPTrace and Vi-
sualOProfile. Finally, we describe some industrial experi-
ences using these tools.

2. Main Aspects on Observing Embedded
Linux Applications

This section describes the guidelines we have followed in
our strategy for the development of observation tools for de-
bugging and performance analysis of embedded Linux ap-
plications.

Typical tools for observing embedded Linux applications
aretracing-basedtools andsampling-basedtools.Tracing-
basedtools allow detailed observation of how the appli-
cation actors are scheduled and are interacting together.
Sampling-basedtools allow profiling. Such kinds of tools
allow finding the application hotspots. A hotspot is a sec-
tion of the code having a large amount of activity.

Ideally, the same observation tools should be available at
each step of the embedded application development, from
initial developments to the final product. Therefore, impor-
tant criteria to consider are, on one side, the way the tool
can be enabled or disabled, and on the other side, the intru-
siveness of the tool:

• Enabling and disabling the tool on a running applica-
tion without rebuilding it allows the tool to be present
up to the final product.

• The intrusiveness of the tool must be small enough
to be acceptable all along the software development
phase. In addition, it must not change significantly
between the time it is disabled or enabled in order to
avoid hiding defects or changing the sequencing of the
application.



3. Related Work

The following paragraphs depict several observation
tools commonly used in standard Linux.

A common tool for observing standard and embedded
Linux systems isLTT [3]. LTT is a tracing-based tool able
to trace kernel and user functions on a single trace and with
a reasonable probe effect for embedded systems. However
it presents some limitations regarding its time-stamp preci-
sion and the addition of new trace-points during the execu-
tion.

These limitations are overcome byKProbes[4]. This
tool consists on a kernel instrumentation mechanism, which
provides a facility to execute a user-defined handler when
an instrumentation point is hit. It can use accurate clocks
based on performance counters and allows adding probes
dynamically to a running kernel. However, it can only trace
kernel functions. Its intrusiveness has a weak impact on
execution times [5], but of course, intrusiveness depends on
the probes density.

DTrace [6] provides a mechanism for dynamically
adding trace-points with a zero intrusiveness ratio when
trace-points are not enabled and a small impact on trace
generation. Moreover,DTrace provides a high level lan-
guage for describing observation events and a client/server
architecture where kernel and user programs are servers of
a set ofDTraceclients orprobes. This tool looks promising
but the first version for Linux kernel is quite young (June
2009). For this reason it has not already been considered
for our embedded Linux implementations.

The printk kernel function is probably the most widely
used technique for tracing embedded applications. It is very
simple to use, but it has several drawbacks: it is completely
manual and for enabling or disabling it, the code must be
rebuilt.

GProf [7] is a tool for displaying data collected during
the execution of a program built with dedicated options.
GProf is dedicated to profiling a single program and the re-
port generation is produced when the program exits. These
two points make it not very convenient for detecting hot
spots during a whole embedded system execution.

OProfile [8] consists of a system daemon that collects
samples at system level. It does not need any instrumen-
tation of the application to observe. It can be enabled and
disabled dynamically on a running embedded system. Pro-
filing data are stored in the form of a database on the file sys-
tem. OProfile introduces a low overhead in most common
cases. The overhead depends on the interrupt loadOProfile
has to deal with [9].

From the above list,KProbesandOProfile are the best
ones filling our criteria. Their intrusiveness is small and
they can be easily controlled at runtime. The following sec-
tion describes the implementations we have performed on
top of these tools.

4. Observation Tools for Debugging and Per-
formance Analysis of Embedded Linux Ap-
plications

For debugging real-time execution and performances of
Embedded Linux applications, we have developed two dif-
ferent tools:

• KPTracehas been developed in order to performtrace
based debugging. It is based onKProbes.

• VisualOProfileis an encapsulation ofOProfile. It has
been developed to performprofile-based debugging.

KPTrace and VisualOProfile are integrated in
Eclipse [10]. In addition to profile and trace views,
they provide a set of facilities allowing to easily controlling
data collection and configuration on the target system.

4.1. KPTrace Overview

KPTrace is an observation and analysis tool based on
trace-points. It allows instrumentation points to be dynami-
cally added and removed from the kernel and user applica-
tions at runtime. Any kernel symbol can be traced, includ-
ing interrupts, system calls, context switches, functionsand
their arguments. It is also possible to generate user trace-
points using aprintf-style API. Function trace-points and
user trace-points are also possible in the user-space.

Every trace-point is recorded on the target system. The
resulting trace is then post-processed on a host worksta-
tion and displayed in the IDE through the KPTrace Viewer.
This viewer offers many features to analyze resulting traces:
an advanced sequence chart viewer, flexible navigation ca-
pabilities (outline, zoom, markers, etc), powerful search
and filtering mechanisms, management of large volumes
of traces, execution statistics, event properties view (call-
stack, for instance), etc.

As KPTrace needs to interpret the trace, trace-points
have to be compliant to a given format. This format is
shown in Figure 1, where:

• Thetime-stamp parameter indicates the time when
the trace-point has been generated. For time mea-



surements such as tasks durations, time-stamps are re-
quired. Time-stamps can be efficiently retrieved from
a timer IP when available in the system. Otherwise,
a system function such asgettimeofday() can be
used.

• Thetype parameter describes the kind of trace-point.
There are more than20 different types. Table 1
presents some of the available types.

• ThePID parameter indicates the system identifier of
process or the thread where the trace-point has oc-
curred.

• The last parameter set is thearguments list. They
are a set of attributes associated to the trace-point
types. They describe input and/or output parameters
of a function, memory addresses, etc.

<Time-stamp><Type><PID><Argument_0>...<Argument_n>

Figure 1. KPTrace Trace-point Format

Trace-point Type Arguments description
Interrupts interrupt enter (I) and exit (i).
Context switches OS context switches (C).
IRQ SoftIRQ enter (S) and exit (s).
Syscalls syscalls enter (E) and exit (X).
User-def user-def. trace-points enter (U) and exit (u).
...

Table 1. KPTrace Trace-points Types and Ar-
guments

Trace-points are stored in a circular buffer in memory.
Two management strategies for storing this buffer are pos-
sible: the circular buffer can either be automatically saved
when it is full, or saved on user request. The circular buffer
is stored on the file system. Then, it is processed by the host
workstation. Typically, the circular buffer size is8 MB,
which allow storing about300 000 trace-points. Automat-
ically dumping the circular buffer has a high intrusiveness
when it occurs periodically. This drawback can be avoided
by a single storage triggered by the user. Other triggers
based on error detections are also studied, such as FIFO
overflow detection or significant changes in the intervals of
a periodic signal.

Thanks to the traced features that allow a full reconstruc-
tion of the sequence of execution at a given level of details,
trace-based debugging is possible. Some examples on real
cases are presented in section 5.1.

4.2. VisualOProfile Overview

VisualOProfile is a system-level profiling tool based on
OProfile [8]. OProfile provides detailed statistics for the
whole system, including Linux kernel and running applica-
tions. It runs transparently, in background, collecting infor-
mation at a low overhead. Its purpose is to detect bottle-
necks occurring in the whole embedded systems.

We have developed VisualOProfile as it provides com-
plementary information to KPTrace. Thanks to its sam-
pling mechanism, it provides statistics at function inter-
nal level, and allows detecting system hot spots. VisualO-
Profile can be used along with KPTrace, where KPTrace
probes context-switches and interrupts and VisualOProfile
provides additional workload information inside threads.

VisualOProfile is executed on the host workstation, and
is integrated into an IDE providing an interface to control
the OProfile daemon which runs on the target system. It
also contains facilities to visualize profiling results. Only
the OProfile sampler and report generators run on the tar-
get. The resulting report is stored on the file system. Then,
VisualOProfile processes the report.

From the user point of view, VisualOProfile has the fol-
lowing added values:

• It does not require neither OProfile to be installed on
the host workstation, nor to be administrator of the
workstation.

• It supports different versions of OProfile formats, e.g.
in its current implementation, it supports both OProfile
versions 0.9.1 and 0.9.4.

• VisualOProfile decodes symbols of all profiled pro-
grams of the system and results can be managed graph-
ically in a profiler perspective. Figure 2 gives an
overview of the IDE. Several views are available, such
as the flat function view of the whole system or the call
graph of a given function.

Figure 2 shows in a table the time spent in all functions
executed by the whole system provided by OProfile reports.
This view allows to easily finding the most costly function
by sorting the entries of the table. More precisely, it allows
to detect hotspots at C-function level for the whole Embed-
ded Linux software and to verify performance assumptions.
Industrial experience using VisualOProfile is described in
section 5.2.



Figure 2. Overview of OProfile Results

5. Industrial Experiences

Although algorithms may be functionally correct, the
resulting application may not work properly because of
the non-respect of real time constraints. These are non-
functional bugs. Such kinds of defects are nearly impos-
sible to detect with a conventional debugger as a breakpoint
stops the execution and it is highly intrusive.

In this section we present debugging experiences carried
out on a multimedia player application running on a SoC.
The SoC is a STi7109 [11]. It is composed of a host proces-
sor running embedded Linux and accelerators performing
audio and video processing. The accelerators are managed
by a set of kernel modules executed on the host processor.

Experiences are performed on a multimedia application
involving several kernel threads and a lot of interactions
and interrupts. A particularity of this kind of application
is the periodicity of function occurrences as it is processing
frames decoding. There are some non-functional defects,
visible on audio and video outputs and unexpected behav-
iors (e.g. audio glitches or corrupted images) that are ap-
pearing from time to time. We show how the origin of these
behaviors can be easily identified by using KPTrace and Vi-
sualOProfile.

5.1. KPTrace Usage for Real-time Bugs De-
tection

We present in this section two examples showing how
KPTrace can be used for detecting non-functional defects.

Figure 3. Execution Trace of a Video Decod-
ing Application

Measuring frame durations: Figure 3 illustrates the ex-
ecution trace of a video-decoding multi-threaded applica-
tion. The application is composed of several user-threads
(IDs812,823,854), as well as several kernel-threads (IDs
817, 818, 819, 821, 822).

Based on user trace-points available through the ”user-
trace-points” API, multimedia frames can be tagged. A pe-
riodic treatment, corresponding to the decoding of a video
frame, is clearly shown by this trace. Its period can be mea-
sured (20 ms), and it corresponds to the video rate. A pos-
sible non-functional bug is the potential drift between audio
and video frame decoding. User trace-points allow detec-
tion and measurement of those potential drifts.

A potential abnormal behavior is highlighted in the
zoomed rectangle of Figure 3. It can be carefully analyzed
through tool features in order to check if the behavior is
wrong but also the reasons behind. For instance, a masked
interrupt during a couple of milliseconds, leading to a frame
miss can be observed here.

Detecting defects: On the same multimedia application,
we illustrate here a debugging scenario using KPTrace:

• KPTrace statistics show some abnormal values for pe-
riodic signals. In Figure 4, the interrupt16 is a pe-
riodic signal from a timer, programmed with a1 ms
period. The measured period is994 µs. The statis-
tics show a maximum interval of7321 µs, which is
an abnormal value. Clicking on the maximum interval
value opens the activity chart at the location where the
maximum interval has occurred.

• Then, Figure 5 shows location of the problem: The
kernel thread2200 is running too long in critical sec-
tion, and therefore is masking interrupts (The interrupt



16 does not occur during that period). The interrupt
16 is a timer related to video frame decoding. If sus-
pended, the video output will display corrupted im-
ages.

• Looking at the source code of thread2200, it ap-
pears that some processing are performed in critical
section, but there is not verification on the amount of
processed data. This is due to some extra-processing
which is eventually performed, taking much more time
than usually.

• After reworking the source code ofPESTask thread
and running again KPTrace, statistics do not longer
display any significant differences between maximum
intervals duration and average values of the interrupt
16 periodic signal. Therefore, the defect is fixed.

Figure 4. KPTrace Statistics

Figure 5. KPTrace Charts Displaying Interrupt
Masking Issue

Intrusiveness Quantitative Values: In these examples,
interrupts, context switches, a large number of functions,
and user trace-points set on frame decoding are recorded.
In the first example, user defined trace-points are used to

measure drift between audio and video decoding. They al-
low easy detection of frames, and provide measures on de-
coding period variations for audio and video. In the second
example, only interrupts and context-switches are used.

For both examples, the allocated circular buffer for trace
storage is8MB. The duration of single trace-point duration
is between30 µs and50 µs. The host processor core is a
ST40 running at266MHz processor.

5.2. VisualOProfile

In this section, we show how VisualOProfile results can
be used for finding system hotspots. Hotspots depict where
the real-time constraints must be respected.

Detecting Potential Defects: Figure 6 illustrates a graph-
ical summary report of the execution of the same media-
player application described above. The left side of the fig-
ure presents the list of whole system functions displayed
in decreasing order according to the time spent in each
function. The right part of the figure shows the graph of
GetUnusedPictureBuffer() children.

We can observe thattest bit() is the most cost ef-
fective function. It is a hot spot as it uses25.74% of CPU.
This function may either be a short-duration function called
very often, or a large function rarely invoked. In order to
check if there is not a potential violation of real-time con-
straints, this function should be examined to ensure that the
duration of an occurrence is always smaller than the mini-
mum occurrence period of this function.

Intrusiveness Quantitative Values: Figure 6 shows that
the intrusiveness of OProfile daemon is1.94%.

Some inaccuracies may appear in the results due toblind
spots(regions where no samples are collected). This is due
to the way OProfile is implemented on ST40: OProfile data
collection mechanism uses maskable interrupts [12]. Sam-
ples occurring in such a situation are attributed to the code
immediately after the interrupts are re-enabled.

6. Conclusion and Future Work

6.1. Conclusion

In this paper we have shown that tracing-based and
sampling-based observation tools give valuable support for



Figure 6. Graphical Profiling Report of a
Video Decoder Execution

debugging embedded applications. The described experi-
ments are performed on real embedded multimedia applica-
tions. Experiments have easily revealed the origin of defects
that were difficult to find before.

These tools are used for development of Linux multi-
media applications on embedded systems, involving both
kernel modules and user-level software. The first one,KP-
Trace, is based on collecting an accurate trace of the execu-
tion and the second one,VisualOProfile, on samples of the
whole system.

These tools are used together as they are providing com-
plementary information: KPTrace provides accurate view
of the system activity but no detail of what is happening in-
side functions, while VisualOProfile provide the remaining
level of detail, allowing the detection of hot spots at system
level. These tools are part of the embedded system and can
be enabled or disabled at runtime.

6.2. Future work

Different investigations are currently being carried out
for a better integration among the tools, as well as for sup-
porting new kinds of platforms:

• The synchronization between VisualOProfile hot-spot
statistics and KPTrace activity charts.

• The support of KPTrace on SMP architectures as the
next generation of SoCs will contain SMP cores.

• The development of triggers based on automatic error-
detection for saving KPTrace databases for validation
purposes.

• The support of STP [13] trace ports available on new
generation of SoCs in order to dump traces directly on
ports rather than storing them internally.
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